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1. Introduction

Under UK data protection law, individuals have a right to be informed about how our school uses any personal data that we hold about them. We comply with this right by providing ‘privacy notices’ (sometimes called ‘fair processing notices’) to individuals where we are processing their personal data.
This privacy notice explains how we collect, store and use personal data about pupils at our school.
We, Charlton-on-Otmoor Primary School, Fencott Road, Kidlington, OX52UT, are the ‘data controller’ for the purposes of UK data protection law.

2. The personal data that we hold include:
We hold personal data about pupils at our school to support teaching and learning, to provide pastoral care and to assess how the school is performing.
Personal data that we may collect, use, store and share (when appropriate) about your child includes, but is not restricted to:
Contact details, contact preferences, date of birth, identification documents
Results of internal assessments and externally set tests
Pupil and curricular records
Exclusion information
Attendance information
Safeguarding information
Details of any support received, including care packages, plans and support providers
Information about your child’s use of our information and communications systems, equipment and facilities (e.g. school computers)

3	Why we collect this data
We collect and use the data listed above to:
a) Support pupil learning
b) Monitor and report on pupil progress
c) Provide appropriate pastoral care
d) Protect pupil welfare
e) Assess the quality of our services
f) Administer admissions waiting lists
g) Carry out research
h) Administer school property
i) Comply with the law regarding data sharing
j) [bookmark: _Hlk153357366]Make sure our information and communication systems, equipment and facilities (e.g. school computers) are used appropriately, legally and safely
We will only use your child’s personal information for the purposes for which we have collected it, unless we reasonably consider that we need to use it for any other reason and that reason is incompatible with the original purpose. If we need to use your child’s personal information for an unrelated purpose, we will notify you and explain the legal basis that allows us to do so. 
Please note that we may process your child’s personal information without your knowledge or consent in compliance with the above rules where this is required or permitted by law.
Where you have provided us with consent to use your child’s data, you may withdraw this consent at any time. We will make this clear when requesting your consent, and explain how you would go about withdrawing consent if you wish to do so.

We collect and use pupil information under departmental censuses and the Education Act 1996, for more information on the school census process and requirements see:

https://www.gov.uk/education/data-collection-and-censuses-for-schools

We collect and process data under the following legal basis for processing:
Article 6 (GDPR).
i. The date subject has given consent to the processing of his or her personal data for one or more specific purposes.
ii. Processing is necessary for compliance with a legal obligation to which the controller is subject.
Article 9 (GDPR)
i. The date subject has given explicit consent to the processing of their personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to  in paragraph 1 may not be lifted by the data subject.


4.  	Collecting pupil information
We will only collect and use your child’s information when the law allows us to. While the majority of information we collect about your child is mandatory, there is some information that can be provided voluntarily.
Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if so, what the possible consequences are of not complying), or whether you have a choice.
Most of the data we hold about your child will come from you, but we may also hold data about your child from:
Local authorities
Government departments or agencies
Police forces, courts or tribunals
Other schools or trusts
Department for Education

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to us on a voluntary basis.  In order to comply with the General Data Protection Regulation, we will inform you whether you are required to provide certain pupil information to us or if you have a choice in this.

5.	  	Storing pupil data
We keep personal information about your child while they are attending our school. We may also keep it beyond their attendance at our school if this is necessary to comply with our legal obligations or to meet our regulatory requirements. 
We have put in place appropriate security measures to prevent your child’s personal information from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. We will notify you and any applicable regulator of a suspected data security breach where we are legally required to do so.
We will dispose of your child’s personal data securely when we no longer have a legal requirement to retain it.
We hold pupil data in line with ARBOR guidelines.	


6.	Who we share pupil data with
We do not share information about your child with any third party without consent unless the law and our policies allow us to do so.
Where it is legally required or necessary (and it complies with UK data protection law), we may share personal information about your child with:
Schools that your child may attend after leaving us
Our local authority, Oxfordshire County Council – to meet our legal obligations to share certain information with it, such as safeguarding concerns and information about exclusions
Government departments or agencies
Youth support services provider
Department:
for Education
Our regulator, Ofsted
Suppliers and service providers such as The School Lunch Company.
Health and social welfare organisations
Professional advisers and consultants
Curriculum, resources (all web resources are checked and minimal details are shared with online teaching resources.
Police forces, courts, tribunals

7.  Why we share pupil information
We are required to provide information about pupils to the Department for Education as part of statutory data collections such as the school census.
Some of this information is then stored in the National Pupil Database (NPD), which is owned and managed by the DfE and provides evidence on school performance to inform research.
The database is held electronically so it can easily be turned into statistics. The information is securely collected from a range of sources including schools, local authorities and exam boards. 
The DfE may share information from the NPD with third parties, such as other organisations that promote children’s education or wellbeing in England. These third parties must agree to strict terms and conditions about how they will use the data.
For more information, see the DfE’s webpage on how it collects and shares personal data.
You can also contact the Department for Education with any further questions about the NPD. 

8.	Your rights
You have a right to make a ‘subject access request’ to gain access to personal information that we hold about your child.
You may also have the right for your child’s personal information to be transmitted electronically to another organisation in certain circumstances.
If you would like to make a request, please contact us using the details below:

School Lead:  Helen Pool – School Business Manager
Telephone:  01865 331239
Office@charltonono.co.uk

Data Protection Officer:  Nicola Cook
Telephone: 01296 658502
nicola@schoolsdpo.com

Under UK data protection law, you have certain rights regarding how your child’s personal data is used and kept safe. For example, you have the right to:
Object to our use of your child’s personal data
Object to the processing of your child’s personal data that is likely to cause, or is causing, damage or distress
Prevent your child’s data being used to send direct marketing
Object to and challenge the use of your child’s personal data for decisions being taken by automated means (by a computer or machine, rather than by a person)
In certain circumstances, have inaccurate personal data corrected or blocked
In certain circumstances, have the personal data we hold about your child deleted or destroyed, or restrict its processing
Withdraw your consent, where you previously provided it for the collection, processing and transfer of your child’s personal data for a specific purpose
In certain circumstances, be notified of a data breach

9.	Concerns
We take any complaints about our collection and use of personal information very seriously.
If you have any concerns about our data processing, please raise this with us in the first instance. You can make a complaint to us at any time by contacting Helen Pool or Nicola Cook on the contact details provided under section 8.
Alternatively, you can make a complaint at any time to the Information Commissioner’s Office:
Report a concern online at https://ico.org.uk/make-a-complaint/
Call 0303 123 1113
Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
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